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WhoAmI && WhyAmIHere /?

Å Why am I here?

ï because Enno asked me to ;)

http://www.leastprivilege.com

dominick.baier@thinktecture.com

Å Who am I?

ïformer ERNW employee

ïsecurity consultant at thinktecture

ïfocus on security in distributed applicationsé

ïéusing the Microsoft technology stack
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Agenda

Å Brief history of authN and authZ

Å Technical details

Å Demo
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Direct authentication

?
?



5

Token based authentication (Kerberos)

?

username/groups
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Token based authentication (WS*)

?

(SAML) Token

arbitrary data

Security Token Service (Identity Provider)

Relying Party

Active/Passive

Client
Trust

Trust
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Complexity & scalability

required claims:

email, role
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Resource STS ïconceptual model

required claims:

email, role
Resource STS

email, 

role
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Resource STS ïphysical model

Identity Provider Resource STS

1

2

3

4

trust

trust
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Azure Services Platform
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Resource STS in the cloud

https://yourname.accesscontrol.windows.net/*

SAML 1.1/2.0,

OpenId,

LiveId

* endpoints for WS-Trust, WS-Federation, OpenId

SAML 1.1

Atom/REST API,

Web Portal
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ACS concepts

Å Scopes

ïidentifiers for applications

ïcontainer for configuration settings

ïencryption preferences

Å Identity Providers

ïlist of trusted token issuers

ïbacked by certificates

Å Rules

ïclaims transformation engine
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Rules examples

Input Output

TrustedIdP:

department:Sales

ACS:

purchaseLimit:5000

TrustedIdP:

department:Sales

ACS:

action:AddCustomer

TrustedIdP:

department:*

ACS:

department:*

TrustedIdP:

abteilung:*

ACS:

department:*


